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Whole-system overview

Solid teal: reported implementation | Dashed amber: proposed | Red: reported gap or risk
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Visitor / angler React / Vite frontend Browser-side tools
Mobile browser / PWA experience N opens app React Router: 15 routed screens; 16 page components localStorage / sessionStorage caches
Public demo or authenticated use Dashboard, Map, Forecast, Log, sessions and insights % React Leaflet map renderer
React Query + auth / venue / map / weather contexts jsPDF / html2canvas export
- S Tailwind, Radix Ul, Recharts, Motion; PDF export
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authenticated app requests
Base44 SDK
Authentication, entity calls, functions and media
I
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I ' ' External providers
| Business admin portal : Auth and User identity P
: Users, support and business metrics I Entities with owner-scoped rules on most models Open-Meteo: weather / forecasting
| Trusted subscription / system health views ':)ro_teftfiAP'S Functions: weather, alerts, sharing, checkout, webhook weather / billing Mapbox: map service / tiles
I Proposed Phase 1 delivery I ~3  Workflows: telemetry capture and share expiry Stripe: subscription checkout and events
: I Hosted media / CDN
|
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Important current limitation

getUserTier() always returns Elite.
Stripe exists; paid access is not enforced end to end.

. J

Hosting boundary
Base44 supplies backend services. Actual frontend hosting/domain and live configuration require confirmation; a code export is not a backend migration.
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Backend services and data architecture

Logical grouping of reported entities; arrows show access paths, not verified foreign keys or cardinalities.

( ) ( ) 4
Authenticated application Base44 authentication Authorization boundary
Base44 SDK / serverless invocation auth check | |dentify caller and account identity Most business entities: owner-scoped RLS
Profile, fishing records and media requests User role / membership protection unverified VenueShare: sender / recipient rules
User exported schema lacks explicit RLS block
\_ _J \_ _J \_ /
authorized data access
( ) 4 ) 4 ) (
Identity and preferences Fishing locations Fishing activity Hosted media / CDN
User Venue Session Uploads and fishing photographs
UserSettings / Preferences SwimData Capture Share acceptance copies photos
Role, membership, onboarding, personal data VenueShare Sighting / FishShow Private/public media rules need verification
Privileged fields: trusted backend writes only Swims / spots, photos and sharing context BaitLog
Exact spot schema not supplied History used by alignment and insights
\_ J \_ _J \_ J \_
\ /
trusted writes share / default updates
( ) (
Serverless functions Scheduled workflows
getWeatherTimeline; checkDynamicAlerts Session telemetry capture
createCheckoutSession; stripe-webhook background execution '‘€nue-share expiry sweep
Venue share create / accept / decline / cancel / expire / Definition exists; live schedule and reliability unverified
Session telemetry; default venue; maintenance helpers
restoreTestCapture: remove or restrict production access

Security work
Validate all direct calls, ownership and request bounds. Harden acceptVenueShare remote-photo fetching against untrusted URLS, oversized files and slow endpoints.

Database and recovery

Hosting region, backups, recovery objectives, schema constraints, retention, export/deletion and actual data volume remain to be verified.
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Weather, mapping and subscription flows

Reported integration paths; payment completion and customer self-service are not yet production-verified.

Dashboard / Map / Forecast

Venue location + time context
Alignment and activity signals
History: captures and sightings

request conditions

-
React Leaflet

Browser map rendering

map requests

Frontend membership gate

Current override: always Elite
Ignores actual stored membership

Backend paid authorization also required

\_ J \_
( ) (
Pricing screen
Explorer: free
Intelligence: GBP 6 / month select plan
Elite: GBP 8 / month
Displayed plans; live prices unverified
\ Y,
( ) (

read membership
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Weather and alert functions

getWeatherTimeline
checkDynamicAlerts
Client hourly data input needs validation

provider fetch

Mapbox service / tiles

Public pk. token; duplicated in code
Centralise + verify provider restrictions

createCheckoutSession

Server-side subscription checkout
Hardcoded Stripe Price IDs
Secret key stored server-side

create session

User.membership_tier

Map prices to explorer / intelligence / elite
Trusted webhook membership write
Protect against ordinary client edits

tier update

( )

Open-Meteo

Forecast data

Capacity, errors and configuration unverified
\_ _J
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! Customer billing portal :
: Cancel / update card / view invoices :
| Recommended, not reported implemented I
| |
\ ]
N o o o o e e e e e e e e e e e e e e e e e e e e e -
( )

Stripe Checkout / subscriptions

Hosted customer payment flow

Subscription lifecycle events
\_ I _J

signed events

( )

stripe-webhook

Verify Stripe signature

checkout.session.completed

customer.subscription.updated / deleted
\_ _J
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Proposed staging and live deployment pipeline

Target architecture for Phase 1. Provider tooling and Base44 environment support must be confirmed.

Automated release checks

f
Development / pull request : : Versioned release candidate
I I

Build, lint and typecheck
______ > Permission / billing / journey tests o Frontend artifact + backend/config versions

| Traceable source revision and release record

Version-controlled code .

|

|

1

1

: Reviewed changes I Block failures before deployment
1

\

———————

—— o ——

— e e / e s
deploy candidate _ _ _—-==="""""
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| . . | | . . |
. STAGING - isolated test environment I i LIVE - production environment I
I . : _ _ I I _ _ _ I
| Staging app URL and supported Base44 project/data isolation | | Published customer app and production Base44 services I
I Auth / entities / functions / workflows / media I : Production records, media, authentication and workflows |
: Stripe test mode + separate webhook endpoint and secrets : ; Stripe live mode + production webhook and secrets :
I Synthetic or sanitised data; dedicated test accounts | I Restricted deploy permissions and protected credentials I
: Prevent live notifications, invites and background side effects :_ controlled promotion >: Post-release smoke tests; weather / billing / error monitoring :
| Smoke + regression testing against release candidate I I Release owner and incident recovery runbook I
| I | |
I I I I
I I I I
| I | |
I I I I
I I I I
| I | |
I I I I
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test evidence health / incidents
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| |
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| | . .
i Release gate I I Monitoring and recovery :
I _ I I . . .
| Recorded test results + reviewed changes I I Errors, upstream failures, jobs and Stripe events :
I Promote matching tested versions where supported | : Known previous release; backup/recovery procedures |
: Do not share live customer data or billing secrets : | Schema/data/billing effects need separate recovery handling :
I I ! I
I I I I
\ / \ /

Why this is needed

Mark reports changes breaking unrelated features after publishing. Staging catches regressions before customers are affected; repeatable checks reduce release mistakes and support fast recovery.

Deployment limit
A frontend rollback alone cannot undo schema changes, mutated records or Stripe events. Plan compatible backend releases and demonstrate recovery.
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Administration, future delivery and verification boundaries

These components extend the current system; their implementation is proposed rather than established.

Admin Portal V1

Dashboard: users, growth and defined activity metrics
Users: search, account state, support context
Billing: trusted provider status / renewal / failure

i e e 8

System health: measured API, job and webhook health admin requests
Settings: controlled business configuration r-———- '>|
Private fishing history access should be minimised : I
|
: I
| |
i |
i |
| |
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I Offline extension i |
|
. |
I Cached venues / history / labelled forecasts I :
: Durable local record queue I I
I Reconnect sync, deduplication and conflicts field capability
: Browser caches exist; full offline not proven 7 I
I ' :
I I
|
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|
I ' :
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Known risks requiring verification

- o ——

Protected backend operations

Server-side admin authorization

Trusted role assignment

Audit logs for sensitive actions

Controlled suspension / reactivation

Do not infer revenue from Elite override
Billing metrics require verified Stripe state

Future 10S / Android clients

Implementation strategy undecided
Reuse backend where suitable

Device permissions and durable records
Native is Mark's stated end goal

Existing Base44 + Stripe foundation

Auth and entities
Functions and workflows
Media storage

authorized access Stripe checkout and signed webhook

o e e o e e e mm e e e e e e e e e e o e e
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notifications
b ——
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Current foundations reused; live checks needed

Alerts / push delivery extension

Existing dynamic alerts: validate behaviour
Proactive push transport not established
Provider, tokens, preferences and scheduling
Store billing approach must be decided

User rules and privileged writes; global Elite access; untrusted share photo fetches; test helper access; weak input bounds; dependency vulnerabilities; failing lint and typecheck.

Not established by available evidence

Exact hosting region/topology, live domains, physical database technology, backup service, push provider, email provider, usage capacity or complete offline synchronisation. No trained Al model is confirmed.

Evidence used

Nereus Application & Technical Review v1.1; SECURITY_CODE_REVIEW.md; USER_JOURNEY_AND_INFRASTRUCTURE.md; Mark initial call and follow-up; payment and route findings supplied by Eric.

Interpretation

This is a logical infrastructure map, not an inventory certified against live accounts. Existing components are reported from supplied evidence; amber components are roadmap recommendations.
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